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Abstract. The most of existing physical layer security research focus on the situation where 
decentralized nodes transmit signals to the Base Station(BS). But considering a scenario 
where nonorthogonal transmission is allowed, when the BS transmits signals to decentralized 
nodes, the multi-downlinks will interfere each other, decreasing the 
signal-to-interference-plus-noise ratios (SINRs) at receivers. Focusing on the above problem, 
this paper optimizes the downlink beamforming and power allocation jointly to meet the 
SINRs requirement. On this basis, when confronted with synergistic eavesdroping where a 
malicious jammer helps the eavesdropper to eavesdrop, the BS transmits the artificial 
noise(AN) to improve the secrecy rate. Then zero-sum game model is proposed to obtain the 
strategies and corresponding expectation value of the secrecy rate when system reaches the 
mixed strategy equilibrium. By simulation, this method will obtain a good secrecy rate.  

1. Introduction 

In 1975, Wyner firstly proposed the Wire-tap channel model based on Shannon’s information 
theory in [1]. This model showed that when the eavesdropper channel is a degraded version of the 
main channel, the source and the destination can exchange perfectly secure messages at a non-zero 
rate, which is the basement of following physical layer security research. 

Focusing on the network consisting of eavesdroppers and friendly jammers, [2] builds up the 
utility function based on secrecy rate, and then Stackelberg type of game is proposed to obtain the 
optimal jamming power that maximize the system utility. When there are many decentralized nodes 
and a BS in the network, [3] divides all the decentralized nodes into some coalitions to transmit 
signals to the BS cooperatively, improving the secrecy rate. Then in [4], authors optimize the 
coalitions by using no-cooperation games to improve the secrecy rate based on [3]. In the situation 
where the eavesdropper is smart and it can chose to jam or to eavesdrop, [5] proposes zero-sum game 
and investigates the existence of pure strategy equilibrium and mixed strategy Nash equilibrium. 
When the smart malicious jammer helps the eavesdropper, [6] solves the power allocation problem by 
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using zero - sum game and Stackelberg type of game is proposed in [7] to obtain the optimal value of 
utility and to analyze the intercept probability. 

These above literatures study the complex interaction among interdependent rational players by 
using the game theory. However there are some shortages cannot be neglected: these literatures only 
take uplink communication with many decentralized nodes into consideration, but the physical layer 
security problems in downlink are also important. When in scenarios with nonorthogonal channel, the 
interference among multi-downlinks will decrease the SINRs  at receivers. 

In [8][9][10], the downlink secrecy transmission problem is addressed. [8] considers a scenario 
where a BS transmits signals to a legal receiver. When an eavesdropper tries to eavesdrop the 
transmitted date from the BS, the BS improves the secrecy rate by selecting beamforming mode. In 
[9], a method based on singular value decomposition (SVD) is derived to get a beamfroming vector 
that is orthometric to other downlink channels for a specific downlink channel. A orthogonalization 
method was proposed in [10] to solve the downlink physical layer security: at the beginning of each 
time slot, the BS equipped with tN  antennas randomly generates  1 tM M N   tN -dimensional 

normalized orthogonal vectors, then each decentralized node selects one vector that maximize its 
received SINR . Finally, the BS selects an optimal node with largest SINR  for each beam. Thereafter, 
the BS communicates with the selected M  nodes. However, above cited papers only focus on how to 
obtain proper beamforming vectors for each downlink channel to improve secrecy rate but neglect the 
secrecy rate improvement by optimizing the transmission power allocation to each downlink channel. 

In his paper, we first propose an algorithm using uplink-downlink duality to optimize the 
beamforming and power allocation of downlink jointly, then on this basis, we use zero-sum game to 
obtain the system mixed strategy Nash equilibrium and the corresponding secrecy rate. 

2. System Model 

Let us consider a downlink scenario where a BS equipped with M  antennas sends independent 
information signals to K  decentralized terminals such as Unmanned Aerial Vehicles (UAVs) 
equipped with single antenna. An eavesdropper Eve tries to eavesdrop from the BS and a malicious 
jammer helps the eavesdropper, as is shown in Fig.1 
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Fig.1. System model 
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Let the certain target threshold in each receiver is: 1 2, , K   . The total transmission power 

available at malicious jammer  is limited by maxRJP . In order to jam the Eve, the BS transmits AN 

limited by maxJP , which can be diminished by UAVs. And the maximal power at BS to transmit 

signals is maxP . 

The signal transmitted from the BS is 
1

K

i i
i

s


 x w z , 1 i K  . Where 1M
i

w  ,1 i K  , 

1i w , are the beamforming vectors that map all signals onto the antenna array and can be collected 

in a matrix  1, , KW w w . is ,1 i K  , are the independent information signals sended from the 

BS to K  decentralized receivers,  the downlink transmission powers are given by  2

i ip E s , 

1 i K  ,which can be stacked in a vector  1, , Kp pp  .  ~ 0, JCNz R  is the AN that is 

independent to the transmitted signals from the BS, with   0H
J ER zz   representing the AN 

covariance matrices and  J Jp tr R  is the AN power. 

Since the AN can be diminished by the decentralized receivers, the signals received at the i th 
reciever and at the Eve can be written as respectively: 

1

K
H H

i si si Ri RJ si si k k Ri RJ
k

y n h z n s h z


     h x h w  (1) 

1

K
H H H

e se se se se i i se
i

y n n s  


    h x h w h z  (2) 

Where  2~ 0,si in CN   and  2~ 0,se en CN  are the additive noises at i th receiver and Eve, 

respectively. We use 1M
si

h   to denote the legitimate channel from the BS to the i th receiver, 

whose elements are i.i.d. zero mean and unit variance complex Gaussian random variables. The 

downlink spatial covariance matrice is  H
i si siER h h . Similarly, we use seh  to denote the 

eavesdropper channel from the BS to the eavesdropper, where   is the relative path loss, and 
1M

se
h   denotes the small-scale fading vector with i.i.d. zero mean and unit variance complex 

Gaussian distributed entries. The corresponding spatial covariance matric is  2 H
se se seE R h h . We 

denote by Rih  the baseband complex channel gain between the malicious jammer and the i th receiver. 

RJz  is the malicious interfering noise transmitted by the malicious jammer, and  2

RJ RJp E z  is 

the malicious interfering power. 
In the following superscripts DL and UL refer to downlink and uplink quantities, 

respectively.From (1) and (2), the SINR  at the i th receiver is 

2 2
1

SINR
H

DL i i i i
i K H

k k k k k RJ Ri i
k i

p

p p h 


 
w R w

w R w
  and the SINR  at the eavesdropper is 

 
1

2
SINR

K H
i i se ii

E
J se e

p

tr 



 w R w

R R
.The secrecy rate can be written as: 

    1
log 1 SINR log 1 SINR

K DL
s i Ei

C W



    , 1 .i K   (3) 
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3. Downlink Optimazation 

In the downlink scenario, the joint optimaization of downlink beamforming and power allocation 
can be expressed as: 

,
1

min
K

i
i

p



W p
, 1 .i K   (4) 

. .s t   SINR ,DL
i i W p  (5) 

       0ip  ; max
1

K

i
i

p P


 ; 1i w    

To solve the above problem, we propose an iterative algorithm composed of two steps: First by 
susing uplink-downlink duality proved in [11][12], we seek proper beamforming matrix and power 
allocation that make K  decentralized receivers achieve individual target SINRs  showed in (5) when 
the total transmission power is maxP . Then using beamforming matrix obtained in the first step we 

minimize the total transmission power based on (4). 
A. Step One. 
In downlink scenario where nonorthogonal transmission is allowed, the SINR values of 

decentralized receivers are coupled, making it more complicated to optimal beamformers jointly. 
Paper [11][12] obtain the optimal downlink beamforming matrix by solving a dual uplink problem. 

Considering an uplink scenario with the same total transmission power and malicious interference, 
the equal reciver noise,the same targets and the same fixed beamforming matrix, then the uplink 

SINRs  are  
 2 2

1

SINR ,
H

UL i i i i
i

KH
ki k k RJ Ri i i
k i

q

q p h 


   
 


i

w R w
w q

w R I w
 , i ,where 1[ , , ]Kq qq  is 

the uplink power allocation matrix. We define  
1

SINR
, max min

UL
UL i

i K
i

C
 


q

W q  under the maximal 

power constraint maxPq . 

Let [ ,1]T T
ext q q  and  

 

 
max max

, 1 1

T

T T T

P P

 
    
  

DΨ W Dσ

W q
1 DΨ W 1 Dσ

 be the extended uplink 

coupling matrix, where 
2 22 2

1 1[ , , ]T
RJ R RJ RK Kp h p h   σ  ,   ,

0,

H
k i k

ik

k i

k i

 
    

w R w
Ψ W  and 

        1 1 11 1/ , , /
H H

KK Kdiag R R  D w w w w . 

Then we have the equation: 

      
1

,
,

ext extULC
 W q q q

W q
 (6) 

It has been proved in [12] that   ,ULC W q  is a reciprocal eigenvalue of  , and  max
DL
optC P  is 

associated with the maximal eigenvector of  , so we have: 

       max
max max

1
max ,

min ,
DL UL
optC P C

P
 

W

W q
W

 (7) 
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The optimal power allocation q  is obtained as the first K  components of the dominant 
eigenvector of  ,which can be scaled so that its last component equals one. 

B. Step Two. 
For given extq ,   max maxmin , P W W  can be obtained by independent maximization of the 

uplink SINRs , and [12] has reduced the joint optimization problem to K  decoupled problems 
equivalent to the scaled MMSE beamforming solution: 

 

 
arg max

i

H
ii i

i H
i i i


w

w R w
w

w Q q w
 (8) 

. .s t  
2

1i w , i    

Where   
1[ ]

K
kki k

k i



 Q q q R I ,   2 2/l l RJ Rl lp h  R R , ,l i k . 

By solving (8) we obtain W  that make constraints in (5) fulfilled. According paper [11],for given 
W , the optimal power allocation that minimize the transmission power is characterized by 

SINRUL
i i  , 1 i K  , from which q  can be solved as   1T 

 q I DΨ W D1 [12],where 

[1, 1]T1  . 

Then make max 1
P  q  as the total transmission power and repeat A and B until 

   
11

max / min /UL UL
i i i ii Ki K

SINR SINR
  

   , and finally we can obtain the downlink power allocation[12]: 

  1 p I DΨW D1  (9) 

The Zero-sum Game 

We can build the zero-sum game utility function as: 

 s s sig J RJU C P P P      (10) 

Where 0  .  sig JP P   represents the cost of improving the power of transmission and AN, 

and RJP  is the cost of the malicious jammer decreaseing the secrecy rate. The goal of the BS is to 

maximize the sU  while the malicious jammer is to minimize sU , and it is a zero-sum game. 

Paper [15][16] investigate the method to convert the continuous state games to discrete games, and 
[17] introduces conclusions about zero-sum matrix. In this paper, we build the discrete strategy sets 
of the BS and malicious jammer as, respectively: 

 max max0, , 2 , , ,J J J J Jp p P p P      (11) 

 max max0, , 2 , , ,RJ RJ RJ RJ RJp p P p P      (12) 

n  is the number of strategies in set   and m  is the number in set  . n mC R  is a nonnegative 
utility matrix, each element in which corresponds to a strategy combination of  and  . 

Let  1 2, , , , 1nu u u u u , is the probability distribution according to which the BS chose the 

strategies in  ,and  1 2, , , , 1mv v v v v  is the probability distribution according to which the 

malicious jammer chose the strategies in  . So the system utility function in mixed strategy can be 
written as: 

1 1

n m T
s k lk l

U u v
 

   C u Cv  (13) 

For the BS, the problem is[17]: 
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, 1,

max min
ii

T

vv i m
C u


 (14) 

. .s t  0, 1T v 1 v    
For the malicious jammer, the problem is[17]: 

 
, 1,

min max
ii

vu i n
Cv


 (15) 

. .s t  0, 1T u 1 u    
[17] has proved that(14)is equivalent to(15), so u and v can be obtained by solving (14)or(15). 

4. Numerical Simulations 

The simulation is set up as follows: 4M  , 5K  , 1W  , 4  , the relative path loss is 1  , 

the maximal power of AN is max 02 mW1RJP  , the maximal transmission power is max 1400mWP  , 

the maximal malicious interfering power is max 300mWRJP  ,the noise level is m80dB , the certain 

target threshold in the each receiver is: 1 3dBK     , and 1mWJ RJp p    . 
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Fig.2. Illustration of the iterative algorithm 

Fig.2 illustrates the iterative algorithm proposed in this paper. When  1W  obtained in the 1th 

iteration is used to optimize the power allocation, the result of convergence is 1C  , which means 
that the target thresholds can’t be achieved. When  2W  or  3W  is proposed, the target thresholds 

can be achieved, but  3W  have the maximalC . That means the iterative algorithm is effective. 
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Fig.3. The probability of AN 
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Fig.4. The probability of malicious 
interfering 
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By simulation, Fig.3 and Fig.4 show the probability of AN and of malicious interfering 
respectively  when system reaches the mixed strategy equilibrium. And in the mixed strategy 
equilibrium, the power expectation of AN is 0.0741W , the power expectation of malicious 
interfering is 0.0987W , and the corresponding secrecy rate expectation is bit1.9119 /s/Hz . 
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Fig.5. Comparison with other methods 

For given the same total transmission power, the same malicious interfering power, the same AN 
power and the same amount of decentralized receivers, Fig.5 shows the comparison with methods in 
[9] and [10]. We can conclude that SVD method in [9] can hardly guarantee secrecy communication, 
orthogonalization method in [10] can obtain a good secrecy rate, and the method in this paper can 
achieve the most secrecy rate. Also, because of the limitation of SVD method and orthogonalization 
method, when the antenna number of the BS is 4, [9][10] only can communicate with 4 decentralized 
receivers simultaneously at most, but by using the method in this paper, the BS can communicate with 
5 decentralized receivers simultaneously and get more secrecy rate. 

5. Conclusions 

This paper takes multi-downlinks physical layer security transmission confronted with synergistic 
eavesdroping into consideration. By using an iteration algorithm based on uplink-downlink duality 
and zero-sum game, this paper can obtain more secrecy rate and can communicate with more receiver 
simultaneously than [9][10]. 
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